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EXECUTI VE SUMVARY

This “Report to Congress—Aut onat ed Export System (AES)
Certification Report” responds to Congress’ direction as stated
in Public Law 106-113, Title XII, Subtitle E, "Proliferation
Prevention Enhancenent Act of 1999, that the Secretary of
Commerce, the Secretary of Treasury, and the Director of the
National Institute of Standards and Technol ogy jointly provide a
certification of the AES to the Commttee on Foreign Rel ati ons of
the Senate and the Commttee on International Relations of the
House of Representatives. This Certification report verifies
that a secure AES is available through the Internet and is
capabl e of handling the expected volune of information required
to be filed under Subsection (b) of the Proliferation Prevention
Enhancenment Act of 1999 plus the expected volunme fromvoluntary
use of the AES. This certification report further verifies that
the AES has been successfully inplenented and tested and is fully
functional with respect to reporting all itens on the United
States Munitions List (USM.) and the Comrerce Control List (CCL),
including their quantities and destinations.

This is a conpanion report to the “Report to Congress—
Feasibility of Mandatory Automated Export System (AES) Filing”

i ssued July 27, 2000. In that report, making the filing of al
export shipnments through the AES mandatory was judged to be a
concrete and feasible step toward inproving the collection of
export information by the Federal Government. These inprovenents
enhance the quality of export statistics; reduce unnecessary
costs on businesses, the trade community, and Governnent; and
nmost inportantly strengthen the Nation’s ability to control the
export, of critical technologies, illegal goods, or commopdities
that coul d become weapons of nass destruction to hostile
countries or parties overseas.

This certification report describes the security measures in

pl ace to devel op, inplenent, and maintain both the AES and

AESDi rect systens, a summary of the information system security
assessnment reports prepared by the General Services

Adm ni stration (GSA), Ofice of Information Security, the U S.
Custonms Service (Custons) and the U S. Census Bureau’s (Census
Bureau) response to those security assessnent reports that |ist
the specific actions taken by both agencies to ensure the
security and functionality of the system

Copi es of the actual GSA Level | and Level |1 Information Systens
Security Assessnent Reports for the AES and AESDi rect systens are
also included in this report in a separate book.

Currently, export information is conpiled from both paper and
el ectronic docunents or transactions filed by the export trade



community with Custons or the Census Bureau. All exports of

nmer chandi se val ued over $2,500 fromthe United States, Puerto
Rico, and the United States Virgin Islands, plus all |icensed
exports regardl ess of value, are required to be reported. For
exports to Canada, the United States substitutes Canadi an inport
statistics, rather than collect statistics on exports to Canada,
in accordance with a data exchange arrangenent codified in a
Menor andum of Under st andi ng signed by the custons services and
statistical agencies in both countries.

To inprove the quality of export trade statistics, to reduce
reporting burden on Anmerican exporters, |legally defined as

U.S. principal parties in interest; and to ensure conpliance with
export |aws, the Census Bureau and Custons, in 1994, initiated
the AES program The AES is an el ectronic nethod by which
exporters or their agents can transmt Shipper’s Export

Decl aration informati on and by which carriers can transmt
transportation (manifest) information to Custons or the Census
Bureau. The AES becane operational in July 1995. Currently it
is a strictly voluntary program Use of the AES by Anerican
exporters and forwarding agents increased slowly in its early
years, in part because exporters could still nake use of an
alternative but antiquated conputerized reporting system the
Census Bureau’s Automated Export Reporting Program (AERP). This
30—year old systemwas shut down at the end of 1999, and since
then, the nunber of filers using the AES and the val ue of export
transactions reported over the AES have grown rapidly.

The Chief Information O ficers of the Departnment of Conmerce,
Department of the Treasury, and the National Institute of

St andards and Technol ogy eval uated the AES and AESDi rect security
and functionality attributes and have determ ned that the AES and
AESDi rect systens neet the security standards as set forth under
the Security Standards of the Ofice of Managenent and Budget
Crcular A-130 and the Presidential Decision Directive (PDD 63).
In addition, the AES has received a security accreditation from
Custons, and AESDi rect has received a security accreditation from
t he Census Bur eau.

Therefore, as a result of these security assessnents and in
response to the requirenent stipulated in the Proliferation
Prevention Enhancenent Act of 1999, the Secretary of Conmmerce,
the Secretary of the Treasury, and the Director of the National
Institute of Standards and Technol ogy jointly provide
certification to the Commttee on Foreign Relations of the Senate
and the Commttee on International Relations of the House of
Representatives that a secure AES and AESDi rect data capture
systemis avail able through the Internet capable of handling the
reporting through the AES of all itens on the CCL and the USM..

It is further certified that the AES and AESD rect systens can
handl e the antici pated volune fromvoluntary use of the AES. The

vi



AES and AESDi rect systens are production operational, have been
fully tested, and are fully functional with respect to the
reporting of all itens on the CCL and the USM..

Vil



. BACKGROUND

On Novenber 29, 1999, the President signed HR 3194 (Public Law
106-113), the Consolidated Appropriations Act of 1999.

Title XII, Subtitle E of the |aw contains the “Proliferation
Prevention Enhancenent Act of 1999.” This Act anends Title 13,
United States Code, Section 301, by adding at the end the

foll owi ng new subsection: “(h) The Secretary [Comrerce] is
authorized to require by regulation the filing of Shipper’s
Export Decl arations under this chapter through an automated and
el ectronic systemfor the filing of export information

establi shed by the Departnent of the Treasury.”

In general this Act authorizes the Secretary of Commerce, with
the concurrence of the Secretary of the Treasury, to publish
regul ations in the Federal Register to require that, upon the
effective date of those regul ations, exporters (or their agents)
who are required to file Shipper’s Export Decl arations

(SEDs) under Chapter 9, Title 13, United States Code, file such
decl arations through the Automated Export System (AES) with
respect to the export of all itenms on the United States Minitions
Li st or the Comrerce Control List.

The regul ations referred to in the previous paragraph wll
include at a mninmum (1) a provision by the Departnent of
Commerce for the establishnment of online assistance services to
be avail able for individuals who nust use the AES, (2) a

provi sion by the Departnment of Commerce for ensuring that an

i ndi vidual who is required to use the AES is able to print out a
val i dated record of the transaction, including the date of the
subm ssion and a serial nunber or other unique identifier for the
export transaction, and (3) a requirenent that the Departnent of
Commerce print out and maintain on file a paper copy or other
accept abl e backup of the individual’ s subm ssion selected by the
Secretary of Commerce.

The Act will becone effective 270 days after the Secretary of
Commerce, the Secretary of the Treasury, and the Director of the
National Institute of Standards and Technol ogy jointly provide a
certification to the Commttee on Foreign Relations of the Senate
and the Commttee on International Relations of the House of
Representatives that a secure AES system avail abl e through the
Internet is capable of handling the expected vol une of
information required to be filed under Subsection (b), plus the
antici pated volunme fromvoluntary use of the AES has been
successfully inplenented and tested and is fully functional with
respect to reporting all itens on the Comerce Control List and
the United States Munitions list, including their quantities and
desti nati ons.



This Act further specified that a Feasibility Report be submtted
to the above—tisted commttees of Congress not |ater than

180 days after enactnent of the act. The U S. Census Bureau
(Census Bureau) and the U S. Custom Service (Custons) coordinated
the establishnment of an AES Feasibility Wrking G oup, conprised
of the six Federal agencies listed below, to conduct this

anal ysis, address the objectives of the |egislation, and prepare
a Feasibility Report for subm ssion to the appropriate commttees
of Congress. Consistent with the Act, the major objectives of
the report were to evaluate the feasibility of mandati ng AES for
filing all export declarations, to investigate the manner in

whi ch the AES can or cannot be used by the automated export
licensing systens |isted below, to develop a tinetable for any
expansion of information (if any) to be filed through the AES,
and to present the estimated cost for full inplenentation of such
a system The Feasibility of Mandatory Automated Export System
(AES) Filing Report was submitted to the appropriate commttees
of Congress during the first week in August 2000. The report
recommended the foll ow ng:

(1) The AES be nmade mandatory for filing all SED information

(2) Data gathered through the AES be made avail able to the
export |icensing agencies |isted bel ow based on their
statutory and regulatory authority to have access to such
data. Specific agreenents and Menoranda of Understandi ng
w || be devel oped with each agency specifying their access,
use, and restrictions on use of such AES data. The Federal
Governnment |icensing agencies participating in the report
i ncl uded the foll ow ng:

(A) Defense Trade Application System of the Departnent of
State.

(B) Export Control Automated Support System of the
Departnent of Conmmerce.

(© Foreign D sclosure and Technol ogy | nformati on System of
t he Departnent of Defense.

(D) Proliferation Informati on Network System of the
Depart ment of Energy.

(E) Enforcenent Comunication System of the Departnent of
the Treasury.

(F) Export Control System of the Central Intelligence
Agency.

(3) That AES mandatory filing be phased in over a specified tine
period with a cost estimate for inplenmenting the
reconmendat i ons.

To prepare the AES Certification Report, the Census Bureau,
Depart ment of Commrerce, and the U. S. Custons Service, Departnent



of the Treasury, established an AES Certification Wrking G oup.
Representati ves of the Census Bureau, the Departnent of Commerce,
t he Departnent of the Treasury, Custons, and the National
Institute of Standards and Technology are all represented on this
wor ki ng group and have taken the necessary steps to conplete the
certification process and present the appropriate report to

Congr ess.

The AES Certification Wrking Goup determ ned that the best

met hod for evaluating the security and functionality of the AES
and AESDi rect systens and to establish that the AES and AESDI rect
systens were secure and functional was to conduct an independent
security review of both systens. At the request of the Census
Bureau and Custons, the General Services Admnistration, Ofice
of Information Security, conducted an Information Systens
Security (INFOSEC) vul nerability assessnment of the AES and

AESDi r ect conputer systens.

The | NFOSEC security assessnments were conducted and final reports
were prepared. While no major security vulnerabilities were

di scovered in either system there were a nunber of m nor
security vulnerabilities discovered in both systens that required
resol ution by both agencies. The Census Bureau and Custons have
addressed each of the vulnerabilities raised in the security
assessnments and either have resol ved or specified the steps that
will be taken to resolve all the security vulnerabilities
addressed in the security assessnents. A detailed description of
the security vulnerabilities and the specific steps the Census
Bureau and Custons are taking to resolve the vulnerabilities are
di scussed in Section V of this report



The AES Certification Report presented to Congress, herein,
presents the security and functionality certification of the AES
mai nf ranme and AESDi rect systens and descri bes findings and
specific recommendations for inplenenting the provisions of the

| egi slation. The participating agencies agree that: (1) The AES
and AESDi rect systens are secure and functional automated export
reporting systens that neet the security requirenments established
by the Federal Governnent, (2) The AES and AESDi rect systens are
capabl e of inplenenting the requirenent specified in the

| egislation for the mandatory filing through the AES of all itens
on the United States Munitions List and the Commerce Control

List, and (3) The AES and AESDi rect systens are capabl e of
handl i ng the expected volune fromthe voluntary use of the AES.



1. A AUTOVATED EXPORT SYSTEM OVERVI EW

In January 1994, the U S. Census Bureau (Census Bureau), the U S
Custonms Service (Custons), other Federal agencies and the
exporting comunity began devel opi ng the Automated Export System
(AES). The Census Bureau and Custons, as the prinmary devel opers
of the AES, created the AES to assist in the enforcenent of
export control laws, inprove the collection of export trade
statistics, and facilitate export trade. The AES was designed to
el ectronically capture Census Bureau Shipper’s Export Declaration
(SED) information and Custons Carrier Qutbound Manifest data and
to be the single source for the subm ssion of export data.
Currently, the AES accepts commodity data reported on the SED for
all nmethods of transportation and transportation data reported on
t he Vessel Qutbound Manifest for vessel shipnents.

The AES is an information gateway for both the Census Bureau and
Custons to inprove the reporting of export trade statistics,

I nprove custoner service, assure conpliance with and enforcenent
of export |aws, and provide paperless reporting of export
information. In neeting the needs of both the Census Bureau,
Custons, and the other Federal agencies involved in export
control, the AES provides detailed real-tinme export information
that systematically identifies high-risk shipments for

exam nation, prevents the illegal export of weapons of nass
destruction and hi gh—+technol ogy goods, and hel ps prevent
reporting errors, which affect the accuracy and coverage of
export trade data.

The Census Bureau is mandated by Title 13 of the United States
Code, Chapter 9, to collect, conpile, and publish the official
export trade statistics. These statistics are conpiled fromdata
reported on the paper SED or the AES electronic record. The
Census Bureau coll ects and processes approximately 1.8 mllion
export transactions per nonth and projects this nunber wll grow
at a rate of 6 percent each year for the next 10 years. 1In the
past, the collection of these export transactions was largely a
manual process. The AES is the tool by which the Federal
Governnment is automating this process.

Since these are the official U S trade statistics, the AES
provides quality data through up—+ront editing. These data are
used by the Governnent and the private sector. The Governnent
uses these data to determ ne the bal ance of trade, to negotiate
trade agreenments with other countries, and to identify potenti al
markets for U S. exporters. The private sector uses the data to
measure the inpact of foreign conpetition, track trade flows with
our trading partner countries, conduct market research, and
devel op and determ ne conpany trade policies.



The AES saves tinme and noney and elimnates duplicate reporting
of data anmong the Census Bureau, Custons, the Bureau of Export
Adm ni stration, and the Departnment of State. The Nati onal

Council on International Trade Docunentation conducted a survey
and found that it costs the private sector approximtely $18 to
$75 to file a paper SED and approximately three tines as nmuch to
correct a SED. By contrast another survey revealed that it costs
only $1 to $2 to file SED data el ectronically.

The AES certified exporters or their authorized agents transmt
the SED (commodity data) to the AES in one of the formats
accepted by the systemplus the filer’s identification nunber and
uni que shi prment reference nunber (unique for 5 years) to
reference the shipnent. These data are edited by the system

agai nst various edits and agency requirenent files. These agency
requirenent files include the nmunitions |ist and Bureau of Export

Adm ni strati on—denied parties and license lists. |If the data do
not pass the edits, a nessage is sent back asking the filer to
correct and resubmt the data. |If the data are filed w thout

errors, the AES returns a confirmation nunber. Upon acceptance
by the AES, the filer delivers to the carrier both the cargo and
notification that the shipnment was transmtted through the AES.
The carrier submts the transportation data to the AES upon
recei pt of the cargo. The AES matches the comodity and
transportation data to forma conpl ete export transaction.

Section 30.12 of the Foreign Trade Statistics Regul ations
requires that SED data be submitted to the carrier prior to
export, except where specifically exenpt. The trade comunity
wanted, in the AES, sone form of post-departure filing to
accommodat e current business practices, to accomodate filers of
t he now defunct Autonated Export Reporting Program and to assi st
exporters or filers in cases where required information is not
avai |l abl e predeparture. Therefore, the Census Bureau, Custons,
ot her Federal agencies, and the exporting community entered into
| nt er est - Based Negotiations to define post-departure filing
options. The results were two additional filing options,

options 3 and 4. The filing of the paper SED and the
pre-departure filing of all data required on a SED were

categori zed as options 1 and 2 respectively. Option 3 provides
for filing a mninmumof 14 specific data el enents, pre-departure,
and filing the conplete data within 5 days of export. Option 4
provi des AES—ertified filers the authority to file an approved
exporter’s conplete data within 10 days after export. Specific
information on the export filing options are provided bel ow

Option 1: Paper SED, Pre-Departure.
This option refers to the current nmethod of filing paper SEDs
and offers no electronic comunication. Currently, goods




subject to State Departnent |icenses are required to be
processed under Option 1. (AES filers are “dual filing”; that
is, they are filing both electronically through Option 2, as
well as filing paper SEDs to satisfy State Departnent

requi renents.) The paper SEDs will continue to be given to the
exporting carrier prior to exportation, although the State
Departnent coul d approve exporters to only file once through

t he AES.

Option 2: AES Wth Full Pre-Departure Infornation

Option 2 is used for shipnents for which full commodity
information is available prior to departure or for which ful
pre-departure information i s required.

Option 3: AES Wth Partial Pre-Departure Infornmation

Option 3 is available for shipnents for which full commodity
information is not available prior to export or for shipnments
by Option 4 exporters, for which pre-departure infornmation is
required for licensing or other purposes. Al remaining data
el ements nmust be transmtted wwthin 5 days of the date of
exportation. This option is available to AES filers w thout
prior approval.

Option 4: AES Wth No Pre-Departure Information

Option 4 provides a full post-departure filing option to
approved exporters. Qualified shipnents can be exported with
no pre-departure information. Conplete comodity information
must be filed within 10 working days fromthe date of
exportation.




The AES accepts data using the national standard, ANSI X-12, the
i nternational standard, UN ED FACT, and the Custons Proprietary
format. Software in these formats may be devel oped using
specifications as provided on the AES Wb site,

<www. cust ons. gov/ AES>, or purchased from AES certified software
vendors. Data may be transmtted through AES Certified Service
Cent ers.

When either the AES or the client’s systemis down, dial ogue
between the client and the client’s Census Bureau or Custons
client representative takes place and the established “Downti ne
Pol i cy” becones effective, that is, the cargo noves.



1. B. AESD rect OVERVI EW

AESDirect is the U S. Census Bureau's free, Internet systemfor
filing Shipper’s Export Declaration (SED) information to the
Aut omat ed Export System (AES). The AES is the electronic
alternative to filing a paper SED. Exporters, forwarders, or
anyone responsi ble for reporting export information may use the
system

AESDi rect streanmlines the exporting process by reducing the
paperwor k burden on the exporting community, reducing costly
docunent handling and storage, and ensuring tinely filing of
export information. AESDi rect inproves the quality of export
trade statistics and hel ps the Census Bureau provide quality
statistics to its custoners, the Governnent, and the private
sector.

Participation in the AES requires the devel opnent or purchase of
the software necessary to conmmunicate with the AES conputer

Sone small- and m d-size exporters, forwarders, and other filers
of the export data are unable to participate in the AES because
of additional costs. To accommobdate these filers, who

col l ectively account for a large portion of export transactions,

t he Census Bureau, at its expense, contracted out the devel opnent
and mai nt enance of an internet-based SED filing systemfor the
AES, AESDirect. AESD rect, which becane operational on

Cct ober 4, 1999, provides online registration, tutorial,
certification, and help. AESD rect provides for both interactive
and batch filing. Currently, AESDi rect is capable of handling
100, 000 SEDs per nmonth, with the capacity to expand in increnments
to handl e up to 500,000 transactions per nonth; 100,000 uni que
filers; and up to 2,000 SEDs per batch for Export Filing Options
2 and 4. AESDirect is operational 24 hours a day, 7 days a week,
and a staffed help desk is available from7:00 am to 7:00 p. m
EST. AESDirect provides data security through encryption and
user authentication.

Even though AESDi rect was designed with the small and m d-size

filers in mnd, any exporter, forwarder, or anyone responsible
for reporting export information may use this system

1. C.  AUTOVATED EXPORT SYSTEM SYSTEM DESCRI PTI ON AND
FUNCTI ONALI TY

Proj ect Description



The Autonated Export System (AES) is the cornerstone of the U S
Cust onms Service (Custons) CQutbound Process. The Custons Service
and the U S. Census Bureau (Census Bureau) devel oped the AES to
assist in the enforcenent of export |aws, inprove the collection
of trade statistics, and facilitate export trade. The AES
provides for the electronic filing of the Census Bureau’s

Shi pper’s Export Declaration (SED) and electronic filing of the
Custons manifest. As the primary export information gathering
and processing system the AES was devel oped t hrough cooperative
efforts with Custons, the Foreign Trade D vision of the Census
Bureau, the Bureau of Export Adm nistration (BXA), the State
Departnent’s O fice of Defense Trade Controls, other Federal
agencies, and private industries with export m ssions.

The AES systemelectronically collects export data from
exporters, their agents, and outbound carriers. The consolidated
export data as required by several CGovernnent agencies have eased
the data-filing burden for exporters, while streamining the
Federal data collection process. |In neeting the needs of both
Custons and the Census Bureau, the AES provides detailed real -
time export information that systematically identifies high-risk
shi pnments for exam nation and hel ps prevent reporting errors,

whi ch affect the accuracy and coverage of export trade data.

The AES reporting permts targeting high-risk vessel shipnents
and nonconpliant exporters and carriers for outreach and
conpliance actions. Electronic filing of data through the AES
provi des Custonms with a valuable tool for the identification of
hi gh-ri sk shi pnents based on specific targeting data that are
screened agai nst information provided by the exporter. Before
the AES, Custons officers responsible for the enforcenent of
export laws had virtually no data to sort and target high-risk
cargo fromlowrisk cargo. Inspectors expressed the need for a
conpr ehensi ve automated systemto alleviate the trenmendous burden
of review ng paper docunents.
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The AES all ows agents to easily access supporting docunents for
court cases, conduct historical reviews, and input criteria in
the autonated systemto apprehend individuals suspected of
crimnal activities. The AES also redirects the efforts of
adm ni strative personnel to conpliance or enforcenment actions.

In the paper environnment, it is estimated that up to half of the
hours spent working the outbound process is associated with

adm nistrative activities. The AES allows these tasks to be
performed in an automated fashion, thereby increasing avail abl e
hours that can be dedicated to enforcenent and conpliance,

wi t hout the need for additional personnel.

Participation in the AES has increased dramatically since its
July 1997 nationw de expansion to accept all nodes of
transportation for commodity data. As of Decenber 1999,

approxi mately 162,000 exporters file required information

el ectronically through the AES using forwarders or service
centers. Wth the termnation of the Departnment of Conmmerce’s
Aut omat ed Export Reporting Programin Decenber 1999, the AES is
the only automated reporting vehicle for the collection of export
data used for enforcenent and statistical purposes. The AES does
not change current |legislative or regulatory pre-departure export
reporting requirenents.

AES Proj ect Background

The AES was piloted in early 1993 in Charleston, South Carolina.
Though limted in scope and duration, the pilot provided proof of
concept and verified the potential of the AES. A subsequent
cost/benefit analysis of the AES pilot validated devel opnent of a
full AES in support of Custons’ export enforcement mssion. In
1994, follow ng the cost/benefit analysis, a Custons Single |Issue
Conf erence Focus G oup recommended t he devel opment of the AES.
That decision led to a Comm ssioner Deci si on Menorandum approvi ng
t he AES.

Since that tinme, the nodular, increnental project devel opnent
strategy enployed by the AES has resulted in seven major rel eases
of the AES acconplished on schedule and within budget. These are
as follows:
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e AES functionality at five seaports: July 1995.

* Expansion to all seaports nationw de: Cctober 1996.

e Addition of client representative nonitoring functions:
March 1997

* Expansion of comodity filing to all nodes of transport at
all ports: July 1997.

» AES-PASS feature for post-departure filing: Novenber 1997.

e State Departnment nunitions |license decrenentation (for non-
AES filers) at four major ports: Novenber 1998. Nationw de
i npl enentation: 4th Quarter 1999.

* Vessel Enhancenents/ Option 4 Post-departure SED filing:
March 1999.

In addition, the follow ng other agency functionality exists in
t he AES:

* Census Bureau edits; online accesses; batch transm ssion of
comodity data to the Census Bureau.

» Systemvalidation of outbound shipnments agai nst BXA regul at ed
and Speci al Conprehensive Licenses; Denied Parties List
reference file established for Custons field use.

» Systemvalidation of outbound shipnments against State
Depart ment DSP-5 approved nunitions export |icenses; program
conpleted for flat file transfer of nmunitions shipnent data to
State/ O fice of Defense Trade Controls (ODTC)

* License codes for Treasury/Ofice of Foreign Assets Contr ol
(OFAC) shi pnents.

* License codes for Nuclear Regul atory Conm ssion shi pnents.

o State Departnment nunitions |license decrenentation (for AES
filers)

In 1999, additional enhancenents to the AES focused on collecting
transportation data and commodity reporting options that resulted
fromlnterest-Based Negotiations (IBN) with the trade conmunity
concerning timng of export comodity filing. 1In March 1999, |IBN
Option 4—Post Departure SED filing was inplenented. Additionally,
t he AES began accepti ng booking information fromocean carriers
prior to departure, as part of their AES filing (Vessel Carrier
Enhancenent). The Sea Carrier Initiative wwll help alleviate the
probl em of fines being assessed for m ssing SEDs for
participating AES carriers. This should also serve as an
incentive for greater participation in electronic ocean vessel
mani fest filing.

The requirenments for the collection of transportation data for
air and overland carriers are under devel opnent through neetings
wWith industry transportation groups. |Inplenmentation of this
segnent of the systemis planned to be phased in during FY 2001.
O her planned future enhancenents include automatic rel ease of
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i n-bond and tenporary inport-bond and automatic cl ose out of
drawback. Full (major) functionality in the AES should be
achi eved by the end of FY 2002.

The foll ow ng Sections A through C describe how the AES has net
and continues to support the requirenents, initiatives, and goals
of the Custons’ outbound prograns, the Census Bureau’s
statistical requirenents, export control requirenents, and the
trade comunity. Section C discusses the enforcenent aspects of
t he AES.

A.  The AES and Partnership Agency Interfaces

Department of State: The interface with the Departnent of State
for mai ntenance of |icense and registrants information in the AES
was i nplenented in May 1998. I nplenentation of |icense
decrenentation for AES filers was also effected at that tine.

| npl enent ati on of |icense decrenentation for non-AES filers is in
process.

Weapons are one of the primary controlled exports of the United
States. It is essential that these exports are tracked and
controlled to prevent these weapons fromfalling into the hands
of those who would harmthe national interest. The Ofice of

Def ense Trade Control s approves approximately 3,000 new |icenses
for weapons exports each nonth. These |licenses are held and
decrenented manual ly at Custons ports, creating resource
inefficiencies for Custons, as well as additional costs for |egal
exporters. The AES interface automates this process, allow ng
for the electronic decrenentation of the DSP-5 |icenses.

Congress is now demandi ng greater accounting for these exports,
and it is planned that the AES will be able to provide the
required information for State Departnent reporting. The
Muni ti ons License database has been transferred fromthe Treasury
Enf or cenent Comuni cati ons System (TECS) to the AES.
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Departnent of Comrerce, BXA: Dual use nmaterial, which may be
used to produce weapons, is a significant controlled U S. export.
The AES interface with the Departnment of Commerce’s BXA wil|
provi de authorized Custons users access to license data through
the AES. The transfer of the BXA |icense nodule fromthe TECS to
the AES is anticipated in FY 2000.

Department of Justice, Drug Enforcenent Adm nistration (DEA):
Custons works closely with the Departnment of Justice’'s DEAtoO
ensure conpliance with enforcenent of laws that apply to

chem cals that are inported, exported, or travel in transit
through the United States. This project will provide authorized
Cust onms users access to data on chem cal exports and chem ca

i nspection through the AES. The transfer of the current DEA

dat abase from TECS to the AES will be acconplished during

FY 2000.

O her Agencies: Schedules for other agency interfaces with the
AES are proposed and are dependent on both Custons and ot her
agency resources and systemcapability, which will be identified
as devel opnent schedul es beconme available. It is expected that

i npl ementation will be ongoing through at |east 2002. For

addi tional information on other Governnent agencies, see O her
Gover nment Agency Export Requirenents.

B. The AES and Trade Participation (as of February 2001)

* Mre than 4,258 conpanies are filing data through the AES
on behalf of nore than 290, 000 uni que exporters.

* Averaging nore than 1.4 mllion commodity lines for the
nmont h of February 2001. This 1.4 mllion represents
approxi mately 70 percent of the non-Canadi an export
shi pnent s.

* 2,300 conpanies are currently testing for participation or
devel opi ng software for the AES and are consi dered non-
operational at this tine.

A major marketing effort has been underway that has significantly
i ncreased participation in the AES. Both the Census Bureau and
Custonms are working closely with exporters, forwarders, software
provi ders, and Non-Vessel Operating Common Carriers (NVOCCs) to
ensure their successful participation. The |long-range goal is to
reduce paper filing by 75 percent by 2002.

The trade community, while supporting the concept of electronic
SED filing, felt that the initial AES proposal required

nodi fication for two primary reasons. First, a significant
portion of the trade believes that pre-departure filing of SED
data does not conformto current business processes. |In many
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cases, exporters do not have conplete information on
pre-departure. Second, the AES proposal elimnated a privilege
t hat many exporters had exercised and relied upon for nearly 30
years, the AERP, that allowed post-departure filing of SED data
for qualified exporters

e Enhancenents to the Vessel Transportation Mdul e

Currently the AES provides for the transm ssion of
transportation data by carriers and commodity data by
exporters, their agents, or service centers. Wen both the
exporting carrier and cormmodity filer are AES participants,
the separate transm ssions are matched by an external
transaction nunber (XTN) originating with the filer. Because
the XTN i s sonetines unavail abl e when a booking is first made
(when the export transaction is initiated), a problemexists
wi th matching transportation and comodity data. The
enhancenments include requiring pre-departure transm ssion of
carrier booking informati on and mat chi ng booki ng and commodi ty
data utilizing the carrier’s booki ng nunbers.

C. The AES as an Enforcement Tool

One of the roles of the Qutbound Process is to assist in anti-
terrorismefforts. Under the Antiterrorismilnitiative,
Congress appropriated funds for Custonms to build an Qutbound
conponent in the rul es-based Automated Targeting Systemto
target high-risk shipnents involved with terrorist attacks, as
wel | as contraband or other violations. The distributed
targeting infrastructure in the AES enables field users to
conduct targeting with the AES as the critical data source.

The AES enabl es inspectors to save tinme by view ng open

shi pnments online, allowng themto exam ne nore shipnents in
less tine. Using advance data in the AES, inspectors have
been able to inprove their assessnment of which export

shi pnments to inspect. Then, by using enforcenent criteria

i thedded in the AES processing, inspectors are able to better
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target shipnments for exam nation based on the advance
information. Additionally, |ocal Qutbound officers possess the
capability to build port-specific enforcenent criteria into the
AES to neet |ocal enforcenent needs. This aspect of the AES

all ows Custons to performsmarter targeting, versus the “hit-or-
m ss” approach of the past. The ability to zero in on only high-
ri sk shi pnments neans less cargo is held up. The ngjority of

shi pnments, those that are low risk, continue to nove, uninpeded.

| nspectors also utilize the AES to retrieve historical
information for case research in investigations into illegal
exports, including those of precursor chemcals used to

manuf acture narcotics or chem cal weapons. The AES al so assists
in preventing exports of illegal weapons, as the Strategic

| nvestigations utilization of the EXODUS Command Center (Custons
enmergency information center for Custons agents) nonitors the AES
inits firearns traffic enforcenent duties.

* Legislative Conpliance
The AES supports the followi ng Statutory Requirenents:

* Merchandi se Trade Statistics - 13 U. S.C., Chapter 9,
requires the Departnment of Conmerce (Census Bureau) with
assi stance of the Departnent of Treasury (Custons) to
collect, conpile, and publish export trade statistics.

e Currency and Foreign Transactions Reporting Act - 31 U S.C
85316 requires persons to report to Custons the
transportation out of the United States of nore than $10, 000
in coin, currency, travelers checks, or bearer instrunents.
This law is used to interdict the resulting profits of the
drug trade or other illegal activities.

e Stolen Vehicles - 19 U S.C. 81627(a) covers the interdiction
of stolen vehicles that are being exported.

 Arns Exports - 22 U . S.C. 82778 inposes crimnal penalties

for the exportation of weapons and nunitions contrary to
US. interest.
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e Critical Technology - 50 U S.C. 82401 covers the export of
“dual use” civilian technologies that are readily adaptable
to mlitary use or in the manufacture of weapons of nass
destructi on.

e Drug Exports - 21 U.S.C. 8953 prohibits the exportation of
control | ed substances.

e Drug Traffic - 21 U.S.C. 8955 prohibits any person from
possessing a control |l ed substance on board a vehicle, vessel
or aircraft departing fromthe United States.

* Sanctions and proscriptions in support of U S. Foreign
policy - Enforce enbargoes adm nistered by the Ofice of
Foreign Asset Controls as directed by the Trading with the
Eneny Act 31CFR Part 500 and the Trade with Cuba Act,

22 U.S.C. 82370(a).

o Statistical List - 19 U S.C. 81484 directs Custons to
establish for statistical purposes an enuneration or |ist of
articles being exported fromthe United States.

* M scellaneous Provisions - The Foreign War Materials Act,
22 U.S.C. 8401, the Atom c Energy Act, 42 U.S.C. 82011, and
t he Endangered Species Act, 16 U S. C 668(aa).

e Custons Modernization Act
The AES Inproves Data Quality

In the paper environnment, it is known that a significant
percent age of export shipnents that require SEDs are never
reported. The AES supports Census Bureau initiatives to
inprove the ability to capture export statistics. The AES
provi des the capability to readily identify and nore
accurately analyze information reported collectively or

i ndi vidually by exporters and forwarders, which can be used in
the foll ow ng ways:

e Build conpany profiles that identify the type and vol une of
comodi ties shipped and potential destinations.
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e Monitor error rates for individual participants and make
data driven decisions to identify those in need of
assi stance or educati on.

» Devel op conpany-based edits, which will detect the |ess
obvi ous reporting errors.

O her Governnent Agency Export Requirenents

The AES is designed to support the data collection efforts of a
nunber of Federal Government agencies—referred to as Partnership
Agencies. The AES currently captures export data that can be
shared anong t hese agencies. Because of the strict
confidentiality provisions contained in Title 13, United States
Code, Chapter 9, export data are only provided to other agencies
based on the agencies' statutory and regulatory authority to have
access to such data. Wen that authority is determ ned, a

speci fic Menorandum of Understandi ng and | nteragency Security
Agreenment will be prepared to allow for the sharing of such data
and defining restrictions on the access and use of the data.

U S. GOVERNVENT AGENCI ES W TH EXPORT REQUI REMENTS

Agriculture, Departnent of:

Agricul tural Marketing Service

Ani mal Plant Health I nspection Service
Food Safety and I nspection Service
Foreign Agricultural Service

Commer ce, Departnent of:

U. S. Census Bureau

Bureau of Export Adm nistration

I nternati onal Trade Adm nistration

Nati onal Marine Fisheries Servicel/ NOAA
Ofice of Textiles and Apparel /I TA

Consuner Product Safety Commi SSion

Def ense, Departnent of:

Def ense | nvestigative Service

Def ense Logi stics Agency

Def ense Security Assistance Agency

Def ense Technol ogy Security Adm nistration
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Arny, Departnent of the:
Cor ps of Engineers

Enerqgy, Departnent of:
Energy Information Adm nistration
Ofice of Arnms Control and Non-proliferation

Envi ronnental Protection Agency

Federal Maritine Conm Ssion

Heal th and Hunan Servi ces, Departnent of:
Centers for Di sease Control
Food and Drug Adm nistration

Interior, Departnent of the:
US Fish and WIidlife Service

| nt ernati onal Trade Conmmi SSi on

Justice, Departnent of:
Drug Enforcenent Adm nistration

Labor, Departnent of:
Bur eau of Labor Statistics

Nucl ear Requl at ory Commi SSi on

Smal |l Busi ness Adnmini stration

State, Departnment of:
Ofice of Defense Trade Controls

Transportation, Departnent of:

Bureau of Transportation Statistics

Federal Aviation Admnistration

Maritime Adm nistration

Nati onal Hi ghway Traffic Safety Adm nistration

U.S. Coast @ard

Treasury, Departnent of the:

Bur eau of Al cohol, Tobacco and Firearns
| nternal Revenue Service

O fice of Foreign Assets Control

United States Arnms Control and D sar manent Agency
CURRENT AES PARTNERSHI P AGENCY | NTERFACES

Cust ons/ AES has devel oped various | evels of automated interaction
with the foll owm ng agencies and is exploring further enhancenents
to the interfaces as not ed.

19



Bureau of Export Adm nistration (BXA)/Comrerce
O fice of Defense Trade Controls (ODTC)/ State
U.S. Census Bureau (Census Bureau)/Comrerce

Nucl ear Regul at ory Conm ssi on ( NRC)

O fice of Foreign Assets Control (OFAC)/ Treasury

Bureau of Export Adm nistration (BXA)/Comrerce

The BXA issues licenses for a variety of Qutbound commodities
regul ated by that agency and designation of categories of
"exceptions" to licensing requirenents.

In Place —

Data pertinent to BXA are currently collected as part of the

el ectronic transm ssion of commodity information (SED) fromthe
AES filer: License Code, License Nunmber, ECCN (Export Control

Cl assification Nunber). The Exporter/Agent selects the
appropriate License Code (table includes BXA-approved Licenses,
Speci al Conprehensive Licenses (SCL), and License Exceptions)
fromthe License Type Code Tabl es.

The exporter or its agent enters an ECCN where applicable
(required for all BXA-approved Licenses and SCLs; for License
Exceptions, as noted on the AES License Type Code Table).

The exporter or its agent enters the approved BXA Li cense Nunber
for all BXA-approved Licenses and SCLs.

A Systemvalidation of outbound shipnents is perforned agai nst
BXA- approved Licenses and Speci al Conprehensive Licenses. Wth
the AES, Custonms is still the responsible agency for review ng
export shipnment information prior to departure. Note that no
Iicense application data are processed through the AES.

A table and updates from BXA on the Denied Parties List are

mai ntai ned in the AES for Custons use. A hyperlink fromthe
Custons/ AES Wb site to the BXA hone page on the Internet also
provi des access to the List to Exporters/Agents to assist in
their conpliance efforts.

Fut ure Enhancenents —

Custons wll collect and transmt to BXA commodity/transportation
data on all export shipnents.

The ultimate goal is to elimnate the trade community’ s and

Cust onms’ manual processing and paper review of the SED/ approved
license data and replace themw th data online to view for
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verification purposes. This will result in nore efficient and
faster handling of export shipnents at the ports.

O fice of Defense Trade Controls (ODTC)/ State

The ODTC issues |licenses for permanent exports and tenporary
exports and inports of certain munitions (defense articles and
services).

In Place —

Data pertinent to ODTC are currently collected as part of the

el ectronic transm ssion of commodity information (SED) fromthe
AES filer: License Code, License Nunber/License Exenption
Citation. The exporter or its agent selects the appropriate

Li cense Code (i.e., Permanent Export, Tenporary Inport, Tenporary
Export, License Exenption, and so forth) fromthe License Type
Code Tabl es.

The exporter or its agent enters the approved ODTC License Nunber
or the License Exenption Ctation (i.e., CFR) for all munitions
shi pnent s.

A systemvalidation of outbound shipnents is perforned agai nst
CDTC- approved Licenses. Wth the AES, Custons is still the
responsi bl e agency for review ng export shipnment information
prior to departure. Note, that no license application data are
processed through the AES.
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An automated nunitions License Decrenentation Program has been
devel oped in Custons/AES. It has been inplenented for |ocal use
at four ports and was expanded nationwide in the first half of
1999. Nationw de inplenentation allowed for decrenentation of

i censes, even when the shipnent departed ports other than where
the |icense resides.

For AES filers with DSP-5 |icensed goods, the filer's export
shi pnment data entry will trigger the decrenmentation process.

For non- AES filers, the programw | allow Custons field
personnel to key in the basic data on the dollar value of the
shi pment, etc. The programw ||l decrement the |icense and
cal cul ate the renai ni ng bal ance.

Fut ure Enhancenents —

Custonms will collect and transmt to ODTC comodity/
transportation data on export shipnents subject to munitions
licensing requirenents.

A return nessage will be sent to the AES filer with information
on the ODTC/ State remai ning |icense bal ance for those export
shi pments for which they are the responsible party.

The ultimate goal is to reduce the trade community’s, Custons’
and ODTCs’ manual processing and paper review of the SED approved
| icense data and replace themw th current data online to view
for verification purposes. This will result in nore efficient
and faster handling of export shipnents at the ports.

U.S. Census Bureau (Census Bureau)/Comrerce

The Census Bureau is responsible for determning statistical

requi renents and col |l ecting, conpiling, and publishing statistics
relating to U S. exports, inports, balance of trade, and
transportation relating thereto.

In Place —

Custons collects and transmts to the Census Bureau line item
comodity data provided by the exporter or its agent and
transportation (manifest) data provided by the carrier on al
export shipnents.

All line itemdata are subjected to Census Bureau edits provided
for in the AES prograns prior to acceptance of the data.

The ultimate goal is to elimnate the trade comunity’s,
Custons’, and the Census Bureau’'s manual processing and paper
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review of the SED and replace themw th accurate data online to
use for analytical and statistical reporting purposes. This wll
result in nore efficient and faster handling of export shipnents
at the ports.

Nucl ear Regul atory Comm ssion (NRC)

The NRC i ssues licenses for shipnents of nuclear material and
equi pnent .

In Place —

Data pertinent to the NRC are currently collected as part of the
el ectronic transm ssion of commodity information (SED) fromthe
AES filer: License Code, License Nunber/ Ceneral License Ctation.

The exporter or its agent selects the appropriate License Code
(i.e., Specific, Ceneral License) fromthe License Type Code
Tabl es.

The exporter or it agent enters the approved NRC Specific License
Nunber or the Ceneral License Citation (i.e., CFR) for al
nucl ear material /equi pnment shi pnents.

Wth the AES, Custons is still the responsible agency for
reviewi ng export shipnment information prior to departure. Note,
that no |icense application data are processed through the AES.
Fut ure Enhancenents —

Custons will collect and transmt to the NRC

commodi ty/transportation data on export shipnments subject to that
agency’s nuclear material and equi pnent |icensing requirenents.

A System validation of outbound shipnents will be perforned
agai nst NRC- approved Licenses.

The ultimate goal is to elimnate the trade community’ s and
Custons’ manual processing and paper review of the SED approved
Iicense data and replace themw th data online to view for
verification purposes. This will result in nore efficient and
faster handling of export shipnents at the ports.

O fice of Foreign Assets Control (OFAC)/ Treasury

The OFAC issues licenses for certain export shipnents that would
ot herwi se be barred by specific country sanctions.

In Place —

Data pertinent to the OFAC are currently collected as part of the
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el ectronic transm ssion of commodity information (SED) fromthe
AES filer: License Code, License Nunber/ Ceneral License Ctation.
The Exporter (U.S. principal party in interest) or its agent

sel ects the appropriate License Code (i.e., Specific, Ceneral
license) fromthe License Type Code Tables. The Exporter or it’'s
agent enters the approved OFAC Specific License Nunber or the
CGeneral License Citation (i.e., CFR ..) for allowable shipnents
to sanctioned countries.

Wth the AES, Custons is still the responsible agency for
reviewi ng export shipnment information prior to departure. Note,
that no |icense application data are processed through the AES.

Fut ure Enhancenents —

Custonms will establish a Specially-Designated

Nati onal s/ Terrorists table in the AES for Custons use with
regularly transmtted updates fromthe OFAC. A hyperlink wll be
establ i shed from Custons/ AES Wb site to the OFAC hone page on
the Internet to provide access to the |ist for exporters/agents
to assist in their conpliance efforts.

Custons will collect and transmt to the OFAC
commodi ty/transportation data on export shipnments subject to that
agency’ s sanctioned countries |icensing requirenents.

A systemvalidation of outbound shipnents wll be perforned
agai nst OFAC approved |icenses.

The ultimate goal is to elimnate the trade community’ s and
Custons’ manual processing and paper review of the SED approved
Iicense data and replace themw th data online to view for
verification purposes. This will result in nore efficient and
faster handling of export shipnents at the ports.

POTENTI AL AES PARTNERSHI P AGENCY | NTERFACES

In addition to the AES interfaces wth Partnership Agencies
already in place, the Census Bureau and Custons are working with
ot her agencies with export permt/license requirenents as a first
priority. These efforts will be followed by exploring the
potential for interfacing with agencies that have export
nmonitoring and reporting responsibilities. Feasibility research
has been conducted and prelimnary neetings have been held with a
nunmber of the U. S. agencies in these groups. Menoranda of
Under st andi ng have been signed with sone of these agencies and
devel opnent of User Requirenents are in progress.
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Potenti al agencies include the foll ow ng:

e Agriculture/ Food Safety and Inspection Service (FSIS)

e Treasury/Bureau of Al cohol, Tobacco, and Firearns (ATF)
e Justice/Drug Enforcenent Adm nistration (DEA)

e Energy/Ofice of Arns Control & Nonproliferation (NN)

e Transportation/Maritime Adm nistration ( MARAD)

e Energy/ Energy Information Adm nistration (ElA)

« Defense/ Def ense Security Assistance Agency (DSAA)

e Agriculture/Foreign Agricultural Service (FAS)

It should be noted that progress is dependent on partnership

agency cooperation and avail abl e resources. For certain agencies
researched, current regul ations and processes are outdated or do
not | end thenselves to automati on w thout significant revisions.

For the potential interfaces being explored, benefits to the
trade comunity and U.S. Governnent agencies for automating

out bound processes do not always include elimnation of paper
forms at the tinme of shipment. A considerable nunber of export
requi renents placed on the trade community and gover nnent invol ve
recordkeeping, after-the-fact reporting, nonitoring, etc.

Aut omation of any of these steps in the process will ultimtely
create a savings in personnel resources, data storage, and
retrieval, in addition to facilitating the novenent of

mer chandi se out of the United States.

Agricul ture/ Food Safety and I nspection Service (FSIS)

e Initial neeting: Decenber 1996. Feasibility study in progress
the FSIS requires certified export permts for neat and
poul try products.

e Transm ssion of permt data by filers through the AES woul d
elimnate the requirenent for a paper format tinme of export.

e The AES data on neat/poultry shipnents would be electronically
bat ched to the FSIS.

 The FSIS also is interested in electronically transmtting
health certificates to the countries of destination

e The FSIS has potential to qualify as a FAST TRACK Agency.

* Inpact on the AES participants: Additional data el enents
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(i.e., permt nunber) will be required on a conditional basis
for exports of neat/poultry.

Treasury/ Bureau of Al cohol, Tobacco and Firearns (ATF)

Initial neetings: July/August 1995.

D scussed various ATF commodity-rel ated export requirenments—
trade interest in Tobacco Export Permt (Form 2149/2150),
certifies that tobacco exported relieves shipper of Federal
Excise Tax liability; and Firearns Export Permt (Form 9),
exporters w State nmunitions |icense and ATF requirenents.

O her export forns dealt with drawback, tax exenptions, annual
reports required by statute.

Potential to qualify as a FAST TRACK Agency.

As first phase, ATF is exploring el ectronic batching of the
AES data on all export transactions related to al cohol,

t obacco, firearns, and explosives within their purview.

No additional work burden on the AES partici pants.
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Justice/ Drug Enforcenent Adm nistration (DEA)

e Initial neeting: August 1995.

e Discussed Precursor Chemcals (Form 486) and Controlled
Subst ances (DEA Form 236) export requirenents.

» Reference DEA Form 486—no0 control nunber; 15-day notification
requi renent.

* Regul atory changes needed i n-house to update process and
accommodat e aut omat ed envi ronnment such as the AES.

At present, license interface with the AES is not feasible.

Energy/ O fice of Arms Control & Nonproliferation (NN)

e Initial neeting: Decenber 1995; joint comm tnent statenent
si gned August 1996.

» Designated as a FAST TRACK agency.

» Concerned with technol ogy transfer.

» Feedback needed on actual shipnents agai nst approved |icenses
(Commrer ce/ BXA, State/ ODTC, NRC) reviewed by Energy/ NN.

» User requirements being devel oped for Energy/ NN recei pt of AES
data on above-licensed export transactions.

 Expl oring methodol ogy for tracking noncontroll ed exports.

No additional work burden on the AES partici pants.

Transportation/Maritime Adm nistration (MARAD)/ Arny Corps of
Engi neers ( ACOE)

e Initial neeting Cctober 1995; joint comm tnent statenent
si gned Decenber 1996.

» Designated as a FAST TRACK agency.

e MARAD assures that U S. flag carriers are used for
U. S. governnent shipnents of governnent personnel
househol d/ per sonal goods, defense material s/ equi pnent, Agency
for International Devel opnent (Al D) assistance, etc.
(U.S. Governnent-1npelled Ocean Vessel Shipnents).

* No specific forminvolved; CFR 381 & Cargo Preference Act
requi res exporters of such shipnents to provide specific data
t o MARAD.

* MARAD currently obtains data fromBills of Lading.

 Wirk started (user requirenents) for MARAD access to AES data
on rel ated export transactions.

 Wirk started (user requirenents) for automating the filing of
the ACOE Form 7513 for In Transit shipment for the ACCE

* Inpact on The AES participants: Additional data el ements—
Federal Agency/ Contract Nunber; and a YES/ NO i ndi cat or "USG
____ Shipnment" (to flag pertinent export transactions).

Energy/ Energy Informati on Adm nistration (ElIA)

e Initial neeting: April 1996; feasibility study in progress.

* Federal Energy Adm nistration Act/PL 93-275, Section 25.
e Statute requires EIAto collect data on all transactions,
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sal es, exchanges, or shipnents for export fromthe United
States to a foreign national of coal, crude oil, residual oi
or any refined petrol eum products.

Exploring EIA recei pt of the AES data on rel ated export
transacti ons.

No additional work burden on AES participants.

Def ense/ Def ense Security Assistance Agency (DSAA)

Tel ephone di scussions with DSAA representatives:

January 18, 1996; interviews with State/ ODTC, Custons field
and trade comunity over second half 1995.

US Foreign Mlitary Sales (FM5) Program - DOD Form 1513/
Letter of O fer and Acceptance (LOA) and State DSP-94.
Trackabl e through FMS Case Nunber.

This automated interface woul d conplete the picture for

U S. exporters dealing wth nmunitions/equipnrent sales overseas
(e.g., State/ODTC interface).

Current process is not workable in an el ectronic environnment
for validation of DSAA LOA approvals; State DSP-94 is self
endor sed.

Agricul ture/ Foreign Agricultural Service (FAS)

Initial nmeeting/briefing on the AES: Novenber 1997.

FAS issues permts to U S. nmanufacturers (300+) that use

i nported sugar to make food products to be exported. FAS is
required to nonitor exports of these "sugar-containing
products. "

Potential to receive permt file to validate shipnents; send
FAS shi pment data; and set up National Criteria for non-
conpliant exporters.

Feasibility study commenced January 1998.

Study reveal ed that the majority of exports were to Canada,
for which no SED is required; thus, no neans to track

shi pnments. Project not feasible at this tine.
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|1.D AESDi rect SYSTEM DESCRI PTI ON AND FUNCTI ONALI TY
| nt roducti on

AESDirect is the Census Bureau's free, Internet-based
systemfor the filing of SEDs information to AES. It is
the Internet alternative to filing paper SEDs or filing
directly with AES at U. S. Custons. Exporters, freight
forwarders, or anyone responsible for reporting export
shi pment information to the U S. governnment can use
AESDI r ect .

AESDi rect significantly streanlines the export reporting
process by reducing the paperwork burden, reducing costly
docunent handling, and ensuring that export information is
filed in atinmely manner. |t also hel ps ensure that
conpanies using it have conplied with the U S. governnent
export reporting requirenents.

AESDi rect was originally devel oped to assist small and m d-
Ssize conpanies in filing export data electronically to the
U. S. governnent; conpanies with scarce resources to invest
in highly technical, expensive hardware and software to
report to AES at Custons. However, conpanies of any size
and nunber of export shipnents can use AESDI rect.

Participation

AESDi rect went into production on Cctober 4, 1999. Since

that time over 2,800 conpani es have registered for

AESDi rect and over 1,900 conpani es al so have conpleted the
tutorial and passed the certification quiz. O those
conpani es, over 1,400 now are reporting their export

shi pments through the system Participation in AESDirect

has been expanding greatly. During its 3 nonths of
operation in 1999 only 8,600 shipnments were submtted.

During the nonth of Septenber 2000 al one, nearly 90, 000
shi pments were filed in AESDirect, with over 500, 000 for

the year to date.
Functi onal Overview

AESDi rect is designed to capture and edit all data fields
fromthe SED, including mandatory, conditional, and

optional data. When SED information is entered
interactively into AESDirect, an inmmedi ate validation of

the data is performed. |If errors are found, the filer is
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i medi ately notified for resolution. AESDirect will not
allow data with fatal errors to be transmtted to AES at
Custonms. When AESDi rect accepts SED data as valid, it is
automatically queued for transm ssion to AES and is
transmtted on an every 5-m nute schedule. AESDirect uses
the official master reference files and tables fromthe
Census Bureau in the data validation process. These sane
files on AESDirect al so can be used as |ook-up tables to

| ocate appropriate codes to use in filing data.

After AESDirect transmts data to AES, AES will respond
back to AESDirect as to whether the data were accepted or
rejected by AES. Users can then query AESDi rect about the
status of their shipnments. AESDirect stores and retains a
filer's SED data in its secure and password protected
systemfor up to 5 years. At any tinme during this period,
SEDs can be retrieved by the filer, corrected as necessary,
and resent to AES. Filers can also use previously

subm tted SEDs as tenplates for new shipnents, sinply by
changi ng the appropriate data fields and the shipnment
number and resubmtting. This feature has the potential to
save conpanies tinme and noney associated with re-keying
dat a.

AESDi rect also provides filers a selection of reporting
options that can be custom zed to their preference. These
reports, for exanple, can list all shipnents sent today,
sent | ast week, or sent to one foreign party. One can al so
design a report to show a summary of shipnents by tine
period or any one of several other characteristics. Even
t hough the electronic retention neets gover nment
regul ati ons, AESDirect also provides a nethod for filers to

print shipnment data in an easy to read format.

In addition to interactive input, AESDi rect al so provides
the capability for filers to upload a batch file fromtheir
PC system containing nultiple SEDs in two different
formats. Data submitted in this manner will also be
val i dated, processed, and stored in AESDirect, as those

submtted interactively. Both the ANSI X12 and the Custons
Proprietary Format are acceptable formats for batch files.

AESDi rect Functionality Details

The AESDi rect home page is pictured belowin Figure 1. The
|l eft menu bar contains three distinct areas of
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functionality, Getting Started, Using AESDi rect, and |inks
to other Related Sites.

CGetting Started

The basic functions in getting started with AESD rect
i ncl ude:

Onli ne Denmo
Regi stration Form
Tutori al

The other functions in this section provide reference
i nformation concerning use and security of the system

Fi gure 1.

Getting Started AESHirect Newsflash ECI with
¢ On-line Demo
* How To Reqister Press Release - Customs Will Soon Mo Longer Accept Facsimiles of SEDs

+ Reqgistration Form

sJerms & condivons  \Welcome to AESDirect

+ Privacy Policy

& Tutorial AESHiract iz the U5, Census Bureau's free, internet based systern for filing

Shipper's Export Declaration (SED) inforrmation to the Autornated Export System
Using AESDirect [AES). It is the elactronic alternative to filing 2 paper SED, and can be used by
«Log In exporters, forwarders, or anyone else responsible for export reporting,

¢ Support Center

*Browser Support W’hy AESDirect?

¢+ Developers Center

s News AESDUrect significantly strearnlines the export reporting process by reducing the
paperwork burden on the trade cornrunity, reducing costly docurnent handling and

Related Sites storage, and ensuring that export information is filed in a timmely manner, AESDirec

¢ AES irmproves the quality of the export trade statistics, helping the Census Bureau

* Census Bureau provide the Government and the public more accurate information,

#l.5. Customs

+USATrade.qov AESDirect Systenn Requirements

+ Partner Sites AESDired does not require any software or hardware investrnent, howaver thera are

sorme rinirmmum systern requirernents. Check the Browser Support page for details.

AES5Weblink and EDI Upload

If you are a software ar internet application vendar you can connect your
application to AESDiract using AESWabiink or EDI Upload. Mare informnation on
AESWebiink and EDI Upload is contained in the Developers Center,

FOREIGNTRADE
SIATISTICS 9458

U s, CENSUS BUREAU

31



Onl i ne Denp

The online denonstration is a screen-camtype of show that
simply I eads the viewer through many of the registration
and data filing functions; it is also self-explanatory.

Regi stration Form

Figure 2 illustrates the first part of the registration
form Information fromthis formis needed to establish a
potential AESDirect filer account in the AESD rect and AES
user databases. Once this is done, an e-mail nessage is
returned to the registrant providing a user ID and
password. At this point, the account is only authorized to
access the tutorial and quiz, not for filing SEDs.

Fi gure 2.

——— Register for AESDirect
Getting Started
+0On-line Demo
+*How To Reqgister

+* Reqgistration Form
+Terms & Conditions

«Privacy Policy
» Tutorial

To register your cormpany for AESOVrect, fill out the form below, Once you have filled
out the form, press 'Subrit AESOVradt Registration.'

If you are a software wvendor, please use the Software Wendor Partner Program
application form.

Company Informaton
Using AESDirect

+Log In Company Hame: | ||
+ Support Center

+ Browser Support ID Murnbear |
+Developers Center [EIM/S5M): |
* Mews

IC Type: |EIN
Related Sites

«AES Address: |!
*Census Bureau
«U.5. Customs City: I|

+USATrade.gow
+ Paritner Sites

State: ||

Postal Code: Il
Contact

Marne: | |i

Contact Phone: | )|

Contack Fax: l |!
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Tutorial and Quiz

The tutorial and quiz are required for all filers who wl
use the interactive filing functions of AESDirect. The
tutorial is divided into four sections, as shown in
Figure 3. These sections do not have to be conpleted in
one session, but can be taken at the filers pace. After
conpleting the |l essons of the tutorial, the user will then
take a short quiz to determne if they understand the
basics of filing SEDs in AESDirect. The quiz can be taken
as many tinmes as necessary. Once the quiz is passed, the
filer will receive an e-mail nessage indicating that he is
authorized to file SEDS in AESDI rect.

Fi gure 3.

Reduce Exporting Stress with AES

Home AESDirect On-line Tutonal

Getting Started
+ On-line Demo

+ How To Register Tutorial Lessons In order to be authorized to file your SEDs through AESDUres
SRegetrabon Fobn vou must complete the tutorial and pass the AESDires Quiz,
Peqgisraion Formn
sTerms & Conditions Lesson 1: : ; ;
o Privacy Policy Introduckion The AESDiradt tutorial consists of 4 lessons, ou can go
el through the tutarial at your own pace; vyou need not do all
Lesson 2: of the leszons in one session.
Using AESDirect Exporter Profile Setup ; ; :
vlsadn Once you pass the AESOVredt Quiz, the AESDiredt support
i Tuppoiet Centor Lesson 3: staff will be automatically informed and authorize your
v BEDWe Bk SUDBOEE Inputting an SED account to file, You will be sent an e-mail informing you
A T e when your account iz autharized to file, Please do not
S FlBwE Lesson 4: attermnpt to begin filing until you have received this
How Do I.. 7 confirming e-mail.
Related Sites } : .
* AES AESHirect Quiz You will have to enter your username and paszsword to
v Cencoe Blira s access both the tutorial leszons and the quiz.
« L5, Customs B it i ;
+USATrade.qov GET % Plug-in: The tutarial requires the Macromedia Autharware
« Partner Sites ﬁ%ﬂgfﬂgﬁ Plaver plug-in. Use the icon to the left to go to the

Macrornedia website to download the free plug-in, Choose
‘Authorware 5.1 Full Web Playver'. Once plug-in file has
finished downloading, you will need to double click it ta
install Authorware Web Player, After you have installed the
plug-in restart your browser and return here to view the
derno, See the Authorware Support page in the suppaort
center for more help with the Authorware plug-in,

Screen Size: This tutorial requires that your screen
resolution be set to at least S00x500 pixels, If your screen
iz srmaller, you rmay not be able to see all of the screens,

33



Usi ng AESDiI r ect

The basic functions in using AESDI rect
menu bar

| ef t

Log In

(as shown in the

in Figure 1,) include:

Support Center
Devel opers Center

The other functions in this section provide additional
reference informati on concerning Web browsers supported by

AESDi rect and news

items and rel eases.

Fi gure 1.

Getting Started

+ On-line Demo

+* How To Reqister

+* RBegistration Form

*Terms & Conditions

* Privacy Policy
+ Tutorial

Using AESDirect
*Log In

* Support Center

* Browser Support

+ Developers Center
* Mews

Related Sites
*AES

* Census Bureau
«U.5. Customs

+USATrade.gov
+* Pariner Sites

AESDirect Newsflash

Press Release - Custorns Will Soon Mo Longer Accept Facsimiles of SEDs

Welcome to AESDirect

AESDiract is the U5, Census Bureau's free, internet baszed systam for filing
Shipper's Export Declaration (SED) information to the Autornated Export System
[AES). It is the elactronic alternative to filing a paper SED, and can be used by
exporters, forwarders, or anyone else responsible for export reporting,

T . ‘
Why AESDirect?

AESDirect significantly streamlines the export reporting process by reducing the
paperwork burden on the trade cormmunity, reducing costly docurment handling and
storage, and ensuring that export information is filed in a timely mannear, AESOVrach
improves the quality of the export trade statiztics, helping the Census Bureau
provide the Government and the public more accurate informnation,

AESDirect System Requirements
AESDiract does not require any software aor hardware investrnent, however there are
sarme rminirnum systerm requirernents, Check the Browser Support page for details,

AESWeblink and EDI Upload
If you are a software or internet application vendor you can conneck your

application to AESDiract using AESWabiink or EDI Upload. Mare inforrnation on
AESWeabiing and EDI Upload is contained in the Developers Center,

FOREIGN TRADE
SIATISTICS Uik

U s CENSUS BUREAU
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Support Center

The Support Center (as shown in Figure 4) provides the
filer with extensive information concerning who and how to
contact staff for questions, guidance, or the resol ution of
filing problenms. The Center also contains frequently asked
gquestions, comodity code | ook-up functions, error code
expl anati ons, and additional technical information.

Fi gure 4.

r PV aEN

Reduce Exporting Stress with AES

Hoas AESDirect Support Center
Getting Started

+ On-line Demo

+* How To Reqgister

+* Registration Formn

Contacting Support

e m tonditinne * Support Phone Murnbers
DravaceBolice  © * E-Mail AESDVrect at boc-support@tradeqate2000, corn
-T—?—luturial * E-mail AES at ftdaszkaes@ccrnail.census. gow
— * Send a Question using our on-line form [registerad AESDiract usars only]

Using AESDirect
+Log In

+ Support Center

* Browser Support

+ Developers Center
* Mews

Frequenty Asked Questions

whatto do During AES Processing Delays & AES Downtirne Policy
Shipment Infarmation

Consignees

Transportation Details

Cormrodity Reporting

Freight Forwarders

Shiprnent Reporting Services

Related Sites
*AES

+* Census Bureau
«U.5. Customs

+USATrade.gov
+* Partner Sites

Reference Materals

* Exermnption Staterments
* AFES Code Tables
* HTS Mumbers not Walid for Exports

AES Responses

Enter an AES Response Code: I_

If the code you enter does not exist, you will be taken to the top of the AES
Response Descriptions page

* AFES Meszages You Might See While Using AESOikadt
* AES Response Types
* AES Response Descriptions (~100 KB)
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Devel opers' Center

The Devel opers Center provides detail ed specifications

concerning batch filing of SED data and integration of
ot her web applications with AESDirect. Batch files in both

ANSI X12 and the Custons Proprietary Format can be
transmtted to AESDirect via the EDI upload functions.

This section describes these processes and specifications.
AESWeDbLink is an exciting new option added to AESDirect to

permt other web applications to be integrated with

AESDi rect. This feature will accept a record of data
al ready entered into another web application, such as an
invoice or bill of lading application, and use that data to

popul ate the SED. AESDirect will then solicit only the
nm ssing data itens, elimnating the need to re-key data
al ready entered into the other application.

Fi gure 5.

Reduce Exporting Stress with AES

i AESDirect Developers Center
Getting Started

« On-line Demo

- Huw_ To Rn_agister
:%ﬂ%s AESWeblink Developers Kit
+ Privacy Polic

» Tutorial

Support Phone Numbers

Duerdicw

Application Form
Certification Process
AESKeblink Process Duerview
Exarnple Interface Models
AESKWeblink APT

Logo and Introductory Text
AESKeblink API Example
AESWebiink Codes

Using AESDirect
+*Log In

+ Support Center

* Browser Support

» Developers Center
* Mews

Related Sites
*AES

+* Census Bureau
= U.5. Customs

+USATrade.qov
+* Partner Sites

EDI Upload Information

Registering for ELI Upload
Eegistration Formn

EDI Upload Certification Script
EDI Upload Process

AES Code Tables

wlz-601
o AESOract W1Z2-601 Mapping
o AESOfrack ¥12-601 Exarnple
o #i1z-601 Reference [IL5, Customs Website, Acrobat Reader
Required]
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Log In

The log in screen and functions, as shown in

Figure 6, permt an authorized AESDi rect user to access the
SED portion of the system The filer nmust enter his
assigned user ID and password at this point. The user can
access only SED data filed by the account, as determ ned by
the User ID. No one else can access it nor can the user
access any other conpany's data.

Fi gure 6.

Reduce Exporting Stress with AES

Home Log-In to AESDirect

Getting Started
+0On-line Demo
+*How To Reqgister

+* Registration Form
+Terms & Conditions

+«Privacy Policy
»Tutorial

* Please remermber that vour username and password are case sensitive...
thiz meansz that abec is not the zarme as aBc Please make zure that you do
not have the 'Caps Lock' key turned on while logging in.

* If you canneot log in correctly, close your web browser, and then open it and
try again,

+ If vou still cannot log in, or cannot remermber your username or password,

Using AESDirect contackt AESOWrast support at 1-877-715-4433,

*Log In

* Support Center

s Browser Support AESDirect
+Developers Center

» Mews Log-in to AESOWkadt

Related Sites
*AES

*LCensus Bureau
«U.5. Customs

+USATrade.qov
* Partner Sites

FOREIGNTRADE
SIATISTICS 1585

U. & CENSUS BUREAU

[top of page]
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After successfully logging into AESDirect, the main menu
screen is displayed, as shown in Figure 7. In this portion
of the system users can;

Enter, retrieve, correct, or submt SED data,
Set up profiles for their exporters or consignees,
Upl oad batch files, or

Create custom zed reports of data they have al ready
submtted to AESDI rect.

Fi gure 7.

AESDirect: Main Menu

 See 1.:i'|e Mews Sechon for the Lastest ﬂESQJ’r&c&'News_

Create Mew Shipment
' Retrieve Existing Shipment
Shipment Status and Reporting
'+ Delete Shipment firom AES

*+ Exporter Profile Setup
* Consignee Profile Maintenance

* EDI File Upload
* Shipment Reporting Service
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Creat e New Shi pnent

This function is used to create a new SED to submt to
AESDi rect. Figure 8 shows the initial screen used to enter
the exporter code, consignee code, and the shipnment nunber.
Filers can establish exporter and consi gnee codes using the
Exporter and Consi gnee Mi ntenance function, to save data
entry time by only needing to key the codes and not the
entire name and address of each. Once these fields are
conplete, the filer is then taken to the shipnment viewer
screen (as shown in Figure 10) to enter the renmai ning SED
dat a.

Fi gure 8.

AESDirect: New Shipment

* To start 3 new shiprnent, enter the Exporter Code, Consignee Code, and
Shiprment Murnber (all optional)l and click 'Cantinue’,

Main Menu

Shipments: * Lookup iz available for the Exporter Code field

Create Shiprment * Lookup iz available for the Consignee Code field, Conzignee Code lookup
Retriewe Shiprnent requires that you have already entered an Exporter Code. Only previously
Status & Reporting entered Conzignees for the selectad Exporter will be available in the

Delete Shiprment Conzsignee lookup,
Exp and Cons
Maint:

Exp, Profile Setup
Cons. Profile Maint, | Exparter Code (L) | I

EIIE-ISkDE:rect Consignee Code (L) | "

Privacy Palicy

Shiprment Hurnbar | I
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Retrieve Existing Shipnent

AESDi rect allows a filer to retrieve a shipnent record that

has been previously filed in the system One can use this
function to retrieve a shipnment, to correct data itens in
the shipnment, or use the shipnment data as a tenplate to
create anot her new shipnment. Figure 9 shows the screen one
uses to enter the shipnent reference nunber to retrieve an
exi sting shipnent record. Once retrieved, the filer can

t hen use the Shi pnent Viewer screens to correct or change
t he data.

Fi gure 9.

AESDirect: Retriewe a Shipment

Main Menu * Enter the Shiprment Nurnber and click '"Continue' to retrieave a previously
filed shipment.

Shipments: * If AESDUract cannot uniquely identify the shiprent from the Shiprnent
Create Shiprment Murmber only, vou should return to this page, enter an Exporter Code, and
Retrieve Shiprnent again click 'Continuea’,

Statusz & Reporting * A Lookup iz available to help vou to identify the Exporter

Delete Shiprment

Exp and Cons
Maint:

Exp. Profile Setu Expotter Code (L)
Cons. Profile Maint

Shipment Mumber

Links:
AESDirect
Privacy Paolicy

Shi pment Vi ewer: SED

This and the associ ated screens pernmt one to enter data
for a new SED or to change data fields on an existing
shipment. Refer to Figure 10. At the top of the tool bar
on the Ieft-hand side of the screen is a scroll box
containing all sections of the SED. One sinply selects the
section fromthis list and edits the section to enter new
or correct existing data.

In the top right corner of the screen is the AESDirect
Assi stant, that provides brief instructions and tips on
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usi ng AESDi rect.

title

conpl et e,
subm t

On this screen the color of the section
i ndi cates the status of that section: red indicates
that the record is inconplete or an error exists; yellow
i ndi cates a war ni ng;
conplete and ready to submt.
one can print the SED for
it to AESDI rect.

and green indicates the section is
Once all sections are

Figure 10.

AESDirect: Shipment Wiewer: SED

Shipmentlnformatinn
{uttimate Consignee

JIntermediate Consignes

Freight Fonmarder
{Equipment Details
|Add Line ltem
{Line tem 1

Edit Section

Submit SED

Main Menu

Shipments:

Create Shiprment
Fetrieve Shiprnent

Status & Reporting
Delete Shiprment

Exp and Cons Maint:

Exp. Profile Setup
Cons, Profile Maint.

Related Sites:
AESDiredt
Privacy Palicy

To wiew an SED Section, click the down arrow next to the saction
narme in the colored boxes above.

To edit an SED Section, select the section to be editad from
scrollbox, and click 'Edit Section’

To send SED to AESDNrack, click 'Subrit SED

To print SED, click 'printable version' and uze vour browszer to print

Exporter Code TAESCD
jfalay@tradegatez000, com
WZKTESTL

UMEMCWH

E-Mail Response Address
Shiprment #
Booking #

Qrigin State

Foreign Trade Zone

Export Port

Country of Dest, Jp
Unlading Port M
Departure Date aooilo0s

ref erence purposes or

Mode of Tranzport
Carrier SCACIIATA
Conuveyance Marme

Veszzel Flag

40
A
AMERICAM AIRLIMES
us

Related Company

Wwaiver Motice




Edit Shi pment

After retrieving a shipment record and sel ecting the
section of the SED to work on, such as Shipment |nformtion
as shown in Figure 11, one selects the nenu button to Edit
Section. This screen changes fromthe view to edit screen
and makes the data fields froma previously entered SED or
for a new SED accessible to enter or correct. When the
current section is conplete, one selects another section to
enter or returns to the View Shipnment screen

Figure 11.

AESDirect: Shipment Editor: SED: Shipment Information

Shipment Information * To return to the Shipment Yiewer, click '"Wiew SED'

Ultimate Consignes To edit another section, select the sacion in the scrollbox, and click
Intermediate Consignee 'Edit SED'

Freight Fonwarder To delete this section, Click 'Clear Section', and then return to the
Equipment Details Shipment Viewer, or Edit another section

Add Line tem Label Colars: Mandatory, Conditional, Optional

Line tem 1

Exporter Code (L) |TaEsCD

E-Mail Response Address |

Shiprnent # |Test

Booking # {UMENCWN

e eEa Origin State (L)

Related Sites: Foreign Trade Zone
AESDirect
Privacy Palicy Port of Export (L)

Country of Dest, (L)

Port of Unlading (L)

Departure Date iDDDlDS M[Fo_rmat: TYMMDD ]

Mode of Transport | i

Carrier SCAC/TIATA (L) IF\F\ || [Help]

Conyevance Mame IF\MERICF\N AIRLIMES

Vessel Flag (L) IEA

Related Companies " ves % o
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Line ltem 1

This section of the systemrefers to the commpdity data of
the SED. The screen (and ones for any additional |ine
itenms) operates the same as the Shipnent |nfornmation
screen. Data can be entered or corrected and then saved by
nmovi ng to anot her section of the SED or the Shipnment View
screen.

Figure 12.

AES5Direct: Shipment Editor: SED: Line Item 1

Tao return to the Shipment Viewer, click "View SED
To edit another section, zelect the section in the zcrollbox, and click
'Edit SED'

* To delete this section, Click 'Clear Section', and then return to the
Shipment Viewer, or Edit another section

Label Colars: Mandatory, Conditional, Optional

Shipment Information
Ultimate Consignee
Intermediate Consignes
Freight Fonwarder
Equipment Details

Add Line tem

Line Item 1

Scheadule
B/HTS (L)

IDBDSIDDDZD ii [Help] [Census Table] [Invalid HTS]

Description |TEMPLE ORANGES I

Marks & I il
Murn

Duantity

énl.l‘intitn,- ! I units |Hone Selected

det [2000 | units [Kilograms
=

Main Menu

Related Sites: Walue | (whole US$)

AESDirect

Privacy Policy Gross WE o [3400 |l (whole kG
Export IOS: General exports (all others) la
Coda [Full Descriptions]
Licenze ICSS: MLR. (Mo License Required-All Others)
Type

[Full Descriptions]

License # I ”

2rigin |D-:-rnestic E

Wehicle Mo |

veh, ID 1 I
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Error Messages

Once one has conpleted entering data for the entire SED,
the next step is to select the Submt SED button in the
left menu bar. Actions taken at this time include a final
edit of the data to ensure that no errors are submtted to
the Custons AES system In the exanple, shown in

Figure 13, two problens exist that nmust be resol ved before
AESDi rect submits the SED to Custons.

Figure 13.

AESDirect Response - Netscape

AESDirect Response

Sorry,
Sorry,

Missing E-w&ail Address. Bedquired by AESDirect.
Invalid Schedule B/HT3 Code:Item 1:03000020

Exporter Code TAESCD

Main Menu
E-Mail Response Address
Shipments: Shiprnent # Tast

Create Shiprment
Rettieve Shiprment Booking # LIM M e

Status & Reporting
Celete Shipment

Exp and Cons Maint: Sriginasts ik
Exp, Profile Setup Foreign Trade Zone

Cons., Profile Maint Sl 5720
Related Sites: Country of Dest, Jp
mhRLlns Unlading Port M

Privacy Policy

Leparture Date aooios

Mode of Transport 40
Catrier SCACIIATA A
Conveyance Mame AMERICAN ATF
vesszel Flag s

Related Company M
W aiver Motice

| Hazardou
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Reporting Service

The Shi pnment Reporting Service is a tool that can be
custom zed to view the status of one's shipnment records.
When first used, one can select the types of reports to

di splay to select from- this beconmes a uni que report
profile for the user. One can select based upon exporters
and time periods, and may change fields, as the user
desires. Figure 14 is an exanple of a report showing two
shi pment records this week for one exporter.

Fi gure 14.

Shipment Reporling Service

Sunmary

AESDi r ect has nunerous other functions and screens to
suppl ement the ones al ready described. Many of these
provide information or instructions and are self-
expl anat ory, such as:

How t o Regi ster

Terms and Conditions,

Privacy Policy, and

News

45



I n addition, the SED application includes other functions
to assist the filer for particular needs such as:

Del ete a Shi pment from AES,
Exporter Profile Setup,

Consi gnee Profile Mintenance, and
EDI Fil e Upl oad

I n sunmary, AESDi rect has been designed and inplenented to
provi de an easy-to-use, fully functional Internet-based
system for exporters, freight forwarders, and others to

i nput, correct, submt, report, save, print, etc. export
shi pment information. As the international trade, computer
t echnol ogy, or Internet environnents change, the Census
Bureau is committed to inmproving and enhanci ng AESDI r ect.
Recent inprovenents include, adding the option for batch
filers to submt data in the Custons Proprietary Format and
integrating Web sites with AESDi rect using AESWebLI nk.
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1. E. AUTOVATED EXPORT SYSTEM OPERATI ONAL CAPACI TY

The U. S. Census Bureau (Census Bureau) and the U.S. Custons
Service (Custons) prepared estinmates of the operational capacity
anticipated for the growh of the AES. The projected estinmates
consider the filing of all itenms on the Comerce Control List and
the United States Munitions List, as well as the filing of al
export information, through the AES. The follow ng chart
contains the estimted, actual, and projected nunber of AES
records and filers for years 1996 through 2004. The nunber of
records filed through the AES is expressed as a percent of total
records, excluding those relating to trade with Canada, filed in
any nanner.

AES Commodity Record Projections?

Per cent of Fi scal Year
Year Esti mat ed Act ual Export Trade No. of Filers
1996 NA 10, 530 NA NA
1997 NA 72, 349 . 4% 38
1998 NA 669, 026 3. 7% 107
1999 4, 805, 000 2,719, 265 12. 6% 276
2000 11,272,916 |12, 349, 127 64% 1525 (est)
2001 |19, 575,000 NA 72% 3000 (est)
2002 |22, 065, 000 NA 85% 6000 (est)
2003 |24, 555, 000 NA 95% 8000 (est)
2004 |27, 045, 000 NA 95% 10000 (est)

Custonms has reviewed the projected growh in AES workl oad and has
concl uded that the current Custons mainframe infrastructure can
support the projected AES workl oad volune for fiscal years 2000
and 2001. However, Custons al so assessed the three main
infrastructure conponents of the AES mainfranme: (1) the CPU
processing capacity; (2) the direct access storage device
capacity; and (3) the tel ecomunications capacity (both dial-up
and dedicated line). This assessnent determ ned that the three

! The Census Bureau i ncl udes approxi mately 60-65% of the total records
transmitted into AES in the nonthly trade statistics. The 35-40% of records
not included are dropped because they are below the threshold for reporting
(bel ow $2,500). One AES transm ssion contains the same anount of commodity
i nformati on as approximately 1.3 SEDs.
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infrastructure conponents, |isted above, will require upgrades in
FY 2002 to ensure there is sufficient capacity to handle the

proj ect ed workl oad vol une of 25,500,000 AES filings through

FY 2004.
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1. F. AESDirect: OPERATI ONAL CAPACI TY

The U. S. Census Bureau s (Census Bureau) AESDirect |nternet-based
application for filing Shipper's Export Decl aration (SED)
informati on has the capacity to handle up to 500, 000
transactions, for up to 100,000 uniqued filers, per nonth.
AESDirect is able to transmt batch files of up to 2,000 SEDs per
transm ssion into the AES nai nframe conputer at the U S. Custons
Service (Custons) for any given nonth.

The AESDi rect system has the capability of retaining and storing
SED data that have been transmitted in a secure (password
protected) contractor-provided environment for five years from
the date of transm ssion.

The chart bel ow provides information on the nunber of shipnents
transmtted through the AESDi rect systemsince its inception in
Cctober 1999. The chart also shows the nunmber of total and
operational registrants. Total registrants are all participants
who have submitted applications to becone certified on the

AESDi rect system including those who have neither taken nor
passed te certification test, and those who have taken and passed
the certification test but have not submtted any transm ssions
to date, including those who registered to use the AESD rect
system as a backup to their primary AES. Operational registrants
are those participants actually transmtting SED i nformation

t hrough the AESDi rect system

AESD rect Transm ssi on Dat a:

Mont h Mont hl y Tot al Oper at i onal
1999 Shi pments | Registrants |Registrants
Sept enber 11 17 2
COct ober 624 83 16
Novenber 1, 740 110 27
Decenber 5,993 106 60
1999 Tot al 8, 368 316 105
Mont h Mont hl y Tot al Regi strants
2000 Shi pments | Regi strants | Operati onal
January 34, 940 76 37
February 36, 885 81 36
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Mar ch 41, 807 75 19
Apri | 54,782 46 47
May 52, 284 117 27
June 43, 834 264 71
July 41, 378 677 278
August 91, 557 686 541
Sept enber 87,601 243 168
Cct ober 108, 474 1, 096 344
Novenber 158, 264 1, 326 1, 089
2000 Tot al 751, 806 4, 687 2, 657
TOTAL 760, 174 5, 003 2,762

“AESDirect” currently has the capacity to handle up to 25 percent
of the projected FY 2004 AES workl oad of 27,045,000 AES filings.
In addition, the Census Bureau is developing an idle site for
AESDirect to serve as a backup if the Custons' AES nai nfranme
conputer is down for an extended period of tinme. This second
site will have the capability of handling the remaining AES
filings. The second site becane operational in the sunmer of
2000.

Wth continued enhancenents and necessary upgrades to the AES,

t he Census Bureau and Custons believe the AES and AESDirect w ||
be able to handle the projected increase in the volune of AES
filings that will result from maki ng the AES mandatory for the
filing of all SED information, and fromintegrating the AES with
the automated |icensing and export control systens of other
Federal Governnent agenci es.
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I11. SECURI TY STANDARDS: AUTOVATED EXPORT SYSTEM & AESDI r ect

In order to assess the security of both the AES and AESD rect
systens, the CGeneral Services Admnistration' (GSA) Ofice of

I nformation Security was requested by the Foreign Trade D vi sion,
U.S. Census Bureau (Census Bureau) and the U S. Custons Service
(Custons) to performa Level | and Il Information Systens
Security (INFOSEC) vulnerability assessnent. The assessnment was
designed to determne: (a) the information security posture of
both the Custonms AES nai nfrane conputer system and the Census
Bureau's AESDirect systens; (b) where adm nistrative or
operational vulnerabilities could exist; (c) if adequate security
measures were available and in place to protect sensitive
information frominternal and external exploitation; and (d)
recomend saf eguard neasures for mtigation of identified

vul nerabilities.

The vulnerability assessnents identified to what extent the
systens net the requirenents set forth by the Consolidated
Appropriations Act of 1999, established within the Presidential
Decision Directive 63 (PDD-63), and the Ofice of Managenent and
Budget G rcular A-130 (OVB A-130) guidelines.

The National Security Agency’s (NSA) Information Systenms Security
Assessnent Met hodol ogy (IAM criteria were used to provide the
standardi zed framework for the assessnent activities perforned.
Thi s met hodol ogy i nvol ves gaining insight into various aspects of
an organi zation’s physical and operational security

adm nistration. This insight is gained through docunent reviews,
personnel interviews, and denonstration of system use,
configurations, and security features. The followng list of
categories and detail ed conponents that conprise each category
were used to assess both systens.

Note: Only the categories and/or detail ed conponents that were
determ ned to have a potential vulnerability have been addressed
in the assessnent reports.

| NFOSEC Docunent ati on

* Policy

Gui del i nes

System Security Pl ans

St andard Operating Procedures
User System Security Manuals [ex. Security Features User
Gui de]

| NFOSEC Rol es & Responsibilities
* Upper Level Managenent

e Systens (Qperation

e User Community
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| dentification & Authentication
Password Characteristics
Password Expiration

User Change Capability
History File

Cl assification

G oup Accounts

Password Managenent consi stency
Protected Password Files

No Aut o-Logon Scri pt

Trai ni ng and Awar eness

Account Managenent

Docunent ed Account Managenent Policy and Procedures
Witten Formal Account Request

Account Initialization

Account Term nation

Account Mai nt enance

Speci al Accounts

Session Controls

Protected, | ogged on workstation

Ti me-out s

Lock-screen capability with password

War ni ng Banner

Lockout after unsuccessful |ogon attenpts
Account history banner

Forgotten password/ |l ock-out re-initialization
Limted Use of privileged accounts

Ext ernal Connectivity

| nternet Connectivity

e Internet policy

 Firewall contro

e Limt application/ports

* Individual authentication to firewall

e Audit firewall activity

* Firewall boundaries

e H de internal architecture

 Miltiple firewall for internal controls
 Mbdens

* Policy

* Restricted Mbdem Use

e Formal justification for nodem access

e Dhal in/dial out capability

e Security features

e Termnation of renote access at departure
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Modem di sconnect after inactivity
Regul arly nonitor nodem use

Dedi cat ed

Pol i cy/ Menor andum of Agr eenent
Backdoor connectivity

Tel ecommuni cati ons

e Docunented requirenents and procedures for transmtting
classified and sensitive information

* Encryption issues

* Alternate routes for increased availability

Audi ti ng
e Policy requiring Mandatory Auditing

e SOP defining what to audit

* Audit analysis and reporting on a tinely basis

e System Security Adm nistrator (SSA) trained in audit analysis
e Contents of audit |og should be protected

e Audit |ogs retained

* Coordination of audit records

* Intrusion detection

Virus Protection

* Policy

» Personal software |oaded with SSA approval

e Scan incom ng software

e System scans

e Update tools

 Enpl oyee education/training

Cont i ngency Pl anni ng

Docunent ed

I dentify m ssion or business critical functions

Uni nterrupti bl e Power Supply

ldentify responsibilities

Shoul d be coordinated with the System Security Pl an
The plan shoul d be maintained on-site and off-site
Peri odi ¢ schedul ed testing

Mai nt enance

e Policy and procedures

» Personnel clearance |evel

* Control of diagnostic software
» Renpte nmi nt enance access

Confi gurati on Managenent

» Storage devices taken off-line if possible
e SSA controls renoval and delivery of hardware
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Preventive mai nt enance

Mai nt enance records

Docunent ed configuration control plan

Configuration Control Board (CCB)

Sof tware | oadi ng i ssues for SSA approval

Current system di agrans

List of all system resources

Control of relocation and reconfiguration of systemresources

Backups

e Docunented in SSP and SOP

e Schedul e

* Proper storage

e Periodic testing of back-ups

Label i ng

 Policy/ SOPs

Docurment what/why information is classified and/or sensitive
Enpl oyees trained on proper marking procedures

Renovabl e nedi a

Syst em conponent s

Medi a Sanitation/ D sposal

 Docunented policy and SOPs

* Media sanitization nethods

e Established responsibilities

* User education/training

« Contract concerns

Physi cal Environnment

 Physical environnment can be used to offset |ack of system
security capabilities

 Ramfication to | NFOSEC posture

Personnel Security

« Background checks

e Security clearance

« Signed user agreenents

 Enpl oyee awareness of social engineering techniques

Trai ni ng & Awar eness

* Users are usually the weakest link in security

» Docunented responsibilities

e Formal | NFOSEC training programfor users and SSA
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V. A AUTOVATED EXPORT SYSTEM LEVEL | SECURI TY ASSESSMENT
SUVMARY (U. S. Custons Service)

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b)(3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U S. C., Chapter 9)
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V. B. AUTOVATED EXPORT SYSTEM LEVEL |1 SECURI TY ASSESSMENT
SUVMARY (U. S. Custons Service)

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b)(3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U S. C., Chapter 9)

V. C.  AESDI RECT LEVEL | SECURI TY ASSESSMENT SUMVARY
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(U. S. Census Bureau)

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b) (3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U S. C., Chapter 9)
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V. D. AESDI RECT LEVEL Il SECURI TY ASSESSMENT SUMVARY
(U.S. Census Bureau)

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b)(3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U S. C., Chapter 9)
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V. A CUSTOMS RESPONSE TO SECURI TY ASSESSMENT REPORT: LEVEL |

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b)(3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U S. C., Chapter 9)
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V. B. CUSTOMS RESPONSE TO SECURI TY ASSESSMENT REPORT: LEVEL |1

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A) Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b) (3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U. S. C., Chapter 9)
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V. C CENSUS BUREAU RESPONSE TO SECURI TY ASSESSMENT REPORT: LEVEL |

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b)(3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U S. C., Chapter 9)
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V. D. CENSUS BUREAU RESPONSE TO SECURI TY ASSESSMENT REPORT:
LEVEL I

DUE TO THE CONFI DENTI AL NATURE OF THE SECURI TY
| NFORMATI ON CONTAINED IN THI'S SECTI ON THE TEXT OF THI S
SECTI ON CANNOT BE MADE AVAI LABLE TO THE GENERAL PUBLI C.

(Per Freedom of Information Act (FO A) Exenption (b)(2)
relating to records pertaining solely to internal
personnel rules and practices of an agency and (b)(3)
relating to data specifically exenpted from di scl osure
by statute, i.e.Title 13 U. S. C., Chapter 9)
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VI.  RECOMVENDATI ONS AND CONCLUSI ONS
A. Security and Functionality of AES

The U. S. Census Bureau (Census Bureau) and the U.S. Custons
Service (Custons) in conjunction with the Chief Information
Oficers of the Departnent of Commerce, the Departnent of the
Treasury, and the National Institute of Standards and Technol ogy
jointly certify that the Automated Export System (AES) is a
secure and functional electronic system capable of handling the

reporting through the AES of all itens on the Commerce Contr ol
List (CCL) and the United States Munitions List (USM.). The
agencies |listed above have reviewed the Level | and Level |

security assessnents conducted by the O fice of Information
Security, General Services Admnistration, and attest to the
security and functionality of the AES systemto handle the
provi sions contained in the Conference Report on H R 3194
(P.L. 106-113), Subtitle E, Automated Export System Relating to
Export Information.

As a result of these reviews, the Census Bureau, and Custons, in
conjunction with the Secretary of Commerce, the Secretary of the
Treasury, and the Director of the National Institute of Standards
and Technol ogy, jointly provide certification to the Commttee on
Foreign Relations of the Senate and the Conmttee on
International Relations of the House of Representatives that a
secure AES data capture systemis avail able through the Internet
capabl e of handling the reporting through the AES of all itens on
the CCL and the USM.. It is further certified that the AES can
handl e the antici pated volune fromvoluntary use of the AES. The
AES systemis production operational, has been fully tested and
is fully functional with respect to the reporting of all itens on
the CCL and the USM.

B. Security and Functionality of AESD rect

The Census Bureau, and Custons, in conjunction with the Chief
Information O ficers of the Departnent of Conmerce, the
Department of the Treasury, and the National Institute of

St andards and Technol ogy, jointly certify that the AESD rect
systemis a secure and functional system capable of handling the
reporting through the AES of all itens on the CCL and the USM..
The agencies |listed above have reviewed the Level | and Level |
security assessnments conducted by the O fice of Information
Security, General Services Admnistration, and attest to the
security and functionality of the AESDi rect systemto handl e the
provi sions contained in the Conference Report on HR 3194 (P.L.
106- 113), Subtitle E, Automated Export System Relating to Export
| nf or mat i on.
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As a result of these reviews the Census Bureau, and Custons, in
conjunction with the Secretary of Commerce, the Secretary of the
Treasury, and the Director of the National Institute of Standards
and Technol ogy, jointly provide certification to the Commttee on
Foreign Rel ations of the Senate and the Commttee on
International Relations of the House of Representatives that a
secure AESDi rect data capture systemis avail able through the
Internet that is capable of handling the reporting through the
AES of all itens on the CCL and the USML.. It is further
certified that the AESDi rect can handl e the antici pated vol une
fromvoluntary use of the AESDirect. The AESD rect systemis
production operational, has been fully tested and is fully
functional with respect to the reporting all itens on the CCL and
t he USM..

C. Proposed Tinetable for Inplenenting AES Filing for Al Itens
on the Cormerce Control List (CCL) and the United States
Muni tions List (USM)

The Census Bureau and Custons, as the primary devel opers of the
AES, recomrend that the full inplenmentation of mandatory filing
for all itenms (licensed and unlicensed) on the CCL and the USM,
as well as all other shipper's export declaration information,
and the integration of the AES with ot her Federal Governnment
agency licensing systens, as specified in the “Feasibility of
Mandat ory Aut omated Export (AES) Filing” report issued July 27,
2000, be initiated in four stages as descri bed bel ow

Stage 1 - Require mandatory filing through the AES only for
exports of itens on the USML and the CCL 90 days after
the | aw becones effective. The law w || becone
effective 270 days after AES is certified as a secure,
functional system (FY 2001)

Stage 2 - Require mandatory filing through the AES for the
remai nder of exports requiring an export |icense.

(FY 2002)

Stage 3 - Require mandatory filing through the AES for al
freight forwarders, nonvessel operating carriers,
consolidators, and other internediaries, that file
commodi ty docunentation on behalf of exporters. (FY
2003)

Stage 4 - Require mandatory filing through the AES for al

exporters (U.S. principal parties in interest),
i ncl udi ng conpani es, individuals, and other exporting
entities that file commodity docunentation. (FY 2005)
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Thi s proposed schedul e recogni zes the urgency of inproving the
surveill ance of exports on the USM. and the CCL, takes into
consideration the time required to integrate the information
systens anong all the potential Governnent users of the AES data,
and acknow edges the fact that mandatory filing of SEDs over the
AES wi Il represent a significant change in business practice for
many exporters, especially smaller ones.

D. Cost of Inplementing AES Mandatory Filing
1. Census Bureau Fundi ng Requirenents —AES

| mpl enentation of the Proliferation Prevention Enhancenment Act of
1999 will require a significant increase in funding to ensure
that the Census Bureau can neet the expanded requirenents.

Background —For FY 2001, the Census Bureau received a $2.0
mllion adjustnent to base and a $1.0 million initiative for
export coverage inprovenent. The Export Coverage | nprovenent
Initiative would cormmence a programto renedy the current
under -val uation of exports, now estimated at 3 to 7 percent of
the total value of exports. However, this funding will not
cover the costs of the responsibilities that the Census Bureau
woul d assume under the Proliferation Prevention Enhancenent
Act .

Projecting costs for FY 2001 for inplenentation of the mandatory
AES reporting systemis conplicated by the uncertainty of the
extent to which the program m ght be in operation for the year.
On the assunption that planning, system design, and
infrastructure work could commence in FY 2001, the Census Bureau
projects that obligations could reach $4.7 million for the year.
This projected obligation is $1.7 mllion above the $3.0 nmillion
received for FY 2001. The $1.7 mllion would be used to

i npl enent Stage 1 mandatory filing through the AES for exports
of items on the USM. and the CCL.

For FY 2002-2005, the Census Bureau will need $6.7 mllion to
totally support the inplenentation of full mandatory reporting of
SED i nformation through the AES. The chart below identifies the
full funding requirenents of the Census Bureau to support AES and
the collateral additional requirenments of the Proliferation
Preventi on Enhancenent Act of 1999.

Census Bureau Fundi ng Requirenents for AES

PURPCSE FY 2001 FY 2002 FY 2003 FY 2004 FY 2005
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Oper at i onal
Support

Conput er
Pr ogr amm ng

AES | nt er net
Application

Qutreach
Education &
Trai ni ng

I nt er agency
Support BXA,
State, DOD,
etc.

Tot al
Spendi ng **

$2, 600, 000

$1, 000, 000

$600, 000

$500, 000

$0

$4, 700, 000

$3, 400, 000

$1, 000, 000

$600, 000

$1, 250, 000

$500, 000

$6, 750, 000

$3, 400, 000

$1, 000, 000

$600, 000

$1, 250, 000

$500, 000

$6, 750, 000

$3, 400, 000

$1, 000, 000

$600, 000

$1, 250, 000

$500, 000

$6, 750, 000

$3, 400, 000

$1, 000, 000

$600, 000

$1, 250, 000

$500, 000

$6, 750, 000

** O this Total

progr ans.
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2. U S Custons Service Fundi ng Requirenments —AES

The U. S. Custons Service (Custons) has received no appropriations

for the AES since its creation.

for FY 2001.

this year,

Enhancenment Act woul d al so require additional
staffing fromboth a progranm ng and operati onal
chart below identifies the ful
to support AES and the coll ateral
Proliferation Prevention Enhancenent Act of 1999.

Addi tionally,
FY 2000,

Thi s includes the budget
t he Custons'

request

fundi ng requests for

only covered current staffing | evels.
proposed requi renents inposed by the Proliferation Prevention

addi ti onal

funding for
st andpoi nt..
fundi ng requirenents of Custons

requi renents of the

The

The

Annual Custons Budget Estimates
AES FY 2001 2005*
Descri ption FY 2001 FY 2002 FY 2003 FY 2004 FY 2005
Producti on Support &
Mai nt enance Changes $ $ $ $ $
5, 500, 000 5, 500, 000 5, 500, 000 5, 500, 000 5, 500, 000
Sof tware Testing $ $ $ $ $
800, 000 800, 000 800, 000 800, 000 800, 000
Travel, Supplies,
Trai ni ng, Equi prent, $ $ $ $ $
Li censes 200, 000 200, 000 200, 000 200, 000 200, 000
Infrastructure $ $ $ $ $
Upgr ades 300, 000 300, 000 300, 000 300, 000 300, 000
1. TOTAL MAI NTENANCE $ $ $ $ $
6, 800, 000 6, 800, 000 6, 800, 000 6, 800, 000 6, 800, 000
Anal ysis, Design &
Codi ng/ Enhancenent s $ $ $ $ $
2,500, 000 2,500, 000 2,500, 000 2,500, 000 2,500, 000
Sof tware Testing $ $ $ $ $
800, 000 800, 000 800, 000 800, 000 800, 000
Travel, Supplies,
Trai ni ng, Equi prent, $ $ $ $ $
Li censes 100, 000 100, 000 100, 000 100, 000 100, 000
Infrastructure $ $ $ $ $
Upgr ades 300, 000 300, 000 300, 000 300, 000 300, 000
2. TOTAL ENHANCEMENTS | $ $ $ $ $
3, 700, 000 3, 700, 000 3, 700, 000 3, 700, 000 3, 700, 000
TOTAL Mai nt enance &
Enhancenent s $10, 500, 00 $10, 500, 00 $10, 500, 00 $10, 500, 00 $10, 500, 00
0 0 0 0 0
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Descri ption FY 2001 FY 2002 FY 2003 FY 2004 FY 2005
3. O T SUPPORT:
FTE Full Year Funding $ $ $ $ $
5 Gov't Programmers & 1, 807, 000 1, 807, 000 1, 807, 000 1, 807, 000 1, 807, 000
10 dient Reps **
4. COperational
Support FTE Full Year $ $ $ $ $
Funding 20 AES 2,151, 000 2,151, 000 2,151, 000 2,151, 000 2,151, 000
Coordi nators *** 50 | $ $ $ $ $
Qut bound I nspectors 5,219, 000 5,219, 000 5,219, 000 5,219, 000 5,219, 000
TOTAL $19,677,00 | $19,677,00 |$19,677,00 | $19,677,00 | $19,677,00
0 0 0 0 0
1. Maintenance of existing systemw th volume enhancenents; no
enhancenent s
2. Enhancenents to increase functionality related to current
proposed nodul es (Air, NVOCCs, drawback, in-bond, inprovenents
for inspectors and agents, and other agency interfaces
required by the | egislation.
3. New FTE, Ofice of Information and Technology (O T)
4. New FTE, Ofice of Field Operations (OFO

* k%

The figures depicted in the budget estimates are the anounts
Custons requires to both maintain and enhance the current AES
system Custons has not yet received funding for FY 2001

It is anticipated that full funding needs as requested in the
certification will not be net. Therefore, the actual figures
reflected in this certification report nmay be higher.

The Custons client representatives establish records for new
participants in the Automated Export System test their data
transm ssions prior to inplenentation, nonitor their
performance once operational, and troubl eshoot transm ssion
errors.

AES coordi nators are port-based i nspectors whose col |l atera
duty is to serve as subject matter experts in AES processing.
The i nspectors undergo intensive training to attain this
know edge.
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Assunpti ons:

1) The projected dollar anmounts, in item1l, are based on the
fact that 70 percent of technical support is mintenance; 30
percent is enhancenents. Testing was estimted at 50-50
percent since the conplexity and size of each project is not
known at this tine. Infrastructure upgrades are also split
50-50 percent because a certain |evel of volune increase can
be expected each year whether the AES is mandatory or not.

(2) Volune projections fromthe Census Bureau increase by 5
mllion transactions each year through 2004, when we expect
to achi eve 95 percent participation or 25.5 mllion
transactions annually.

(3) The estimate in item4, assunes that interfaces with other
agencies wll not be done until Stage 4.

(4) An infrastructure upgrade estimate in item5 is included each
year to support the annual volunme growh. The figure
($600, 000) is based on the anmount requested by the QT for
the 2001 upgrade.

It should be noted that approximately half of the costs
identified by Custons cover expanded use of the AES information,
such as nore targeted inspection of export shipnents. That is,
there is little to gain by creating a totally autonated export

i nformati on system unl ess agencies with export control and

exam nation responsibilities actually put the nore tinely and
nore informative AES data to use. That is part of the intent
underlying Custons' cost estinmate.
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